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Agency: Insurance Commissioner's Office X Permanent Rule
0 Emergency Rule
(1) Date of adoption: January 9, 2001 [ Expedited Repeal

(2) Purpose: These rules are designed to comply with the federal Gramm-Leach-Bliley Act (GLB) which requires protection
of consumer information and to implement RCW 48.43.505 the privacy provisions of the "Patient's Bill of Rights" (PBOR)
chapter 5, Laws of 2000. Insurance Commissioner Matter No. R 2000-08

(3) Citation of existing rules affected by this order:
Repealed: None
Amended:  None
Suspended: None

(4) Statutory authority for adoption:
Other Authority: RCW 48.43.505 and Gramm-Leach Bliley Act (P.L. 102-106 sec. 501(b), sec. 505(b)(2).

PERMANENT RULE ONLY (Including EXPEDITED ADOPTION)

Adopted under notice filed as WSR 00-22-118 on 11/1/00 (date).
Describe any changes other than editing from proposed to adopted version: The GLB related rules are the NAIC model
regulation with few exceptions. The only substantial difference between the OIC rule and the NAIC regulation relates to
health information in recognition of Washington's separate and stricter health information privacy laws. The GLB model act
contains a section that grants insurers the right to use health information for a long list of functions. This section is replaced
with a more general section that references state statutes and the new federal health information privacy regulations adopted
by the U.S. Dept. of Health and Human Services (HHS) in December of 2000. The health information privacy rules explicitly
permit insurers to comply with the OIC rule by following the HHS privacy rules except as the OIC rule otherwise requires.
The rule generally directs all insurers to adopt health information privacy procedures and to disclose them to consumers.
Continued on reverse side....

EMERGENCY RULE ONLY

Under RCW 34.05.350 the agency for good cause finds:

O (@) That immediate adoption, amendment, or repeal of a rule is necessary for the preservation of the public
health, safety, or general welfare, and that observing the time requirements of notice and opportunity to
comment upon adoption of a permanent rule would be contrary to the public interest.

[ (b) That state or federal law or federal rule or a federal deadline for state receipt of federal funds requires
immediate adoption of a rule.

Reasons for this finding:

EXPEDITED REPEAL ONLY

Under Preproposal Statement of Inquiry filed as WSR on (date)
(5.3) Any other findings required by other provisions of law as precondition to adoption or effectiveness of rule:
O Yes O No If Yes, explain:

(6) Effective date of rule: CODE REVISER USE ONLY
Permanent Rules Emergency Rules

X 31 days after filing O Immediately STATE OF WASHINGTON
Other (specify) * O Later (specify) FILED
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DEBORAH SENN WSR 01-03-034
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Describe any changes other than editing from proposed to adopted version - continued from front:

The major difference between HHS and the OIC rules concern PBOR requirements that insurers conform business
practices to protect consumer privacy under state and federal law. This requires insurers to change such practices as
the mailing of benefit payment explanations to persons who are not the patient. These nondisclosure provisions were
refined and enforcement was postponed to December 2002 to reduce the expense of compliance and permit insurers to
implement the procedures closer in time to the HHS regulations.

Note: If any category is left blank, it will be calculated as zero.
No descriptive text.

Count by whole WAC sections only, from the WAC number through the history note.
A section may be counted in more than one category.

The number of sections adopted in order to comply with:

Federal statute: New 24 Amended Repealed
Federal rules or standards: New Amended Repealed
Recently enacted state statutes: New 6 Amended Repealed

The number of sections adopted at the request of nongovernmental entity:

New Amended Repealed

The number of sections adopted in the agency’s own initiative:

New Amended Repealed

The number of sections adopted in order to clarify, streamline, or reform agency procedures:

New Amended Repealed
The number of sections adopted using:
Negotiated rule making: New Amended Repealed
Pilot rule making: New Amended Repealed
Other alternative rule making: New Amended Repealed
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Chapt er 284-04 WAC

PRI VACY OF CONSUMER FI NANCI AL AND HEALTH | NFORMATI ON

PART 1
GENERAL PROVI SI ONS
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NEW SECTI ON

WAC 284-04-120 Definitions. As wused in this chapter, wunless the
context requires otherw se:

(1) "Affiliate" nmeans any conpany that controls, is controlled by or is
under common control with another conpany.

(2) "Clear and conspicuous" neans that a notice 1is reasonably
under st andabl e and designed to call attention to the nature and significance
of the information in the notice.

Exanpl es.

(a) Reasonably understandabl e. A licensee makes its notice reasonably
understandable if it:

(i) Presents the information in the notice in clear, concise sentences
par agraphs, and sections;

(ii) Uses short explanatory sentences or bullet lists whenever
possi bl e;

(iii) Uses definite, concrete, everyday words and active voice whenever
possi bl e;

(iv) Avoids multiple negatives;

(v) Avoids legal and highly technical business termninology whenever
possi bl e; and

(vi) Avoids explanations that are inprecise and readily subject to
different interpretations.

(b) Designed to call attention. A licensee designs its notice to cal
attention to the nature and significance of the information in it if the
i censee:

(i) Uses a plain-language heading to call attention to the notice;

(ii) Uses a typeface and type size that are easy to read;

(iii) Provides wide margins and anple |ine spacing;

(iv) Uses boldface or italics for key words; and

(v) In a form that conbines the |Ilicensee's notice wth other
i nformati on, uses distinctive type size, style, and graphic devices, such as
shadi ng or sidebars.

(c) Notices on websites. If a licensee provides a notice on a web
page, the licensee designs its notice to call attention to the nature and
significance of the information in it if the |icensee uses text or visual
cues to encourage scrolling down the page if necessary to view the entire
noti ce and ensure that other elenments on the website (such as text, graphics,
hyperlinks or sound) do not distract attention from the notice, and the
i censee either:

(i) Places the notice on a screen that consunmers frequently access,
such as a page on which transactions are conducted; or

(ii) Places a link on a screen that consuners frequently access, such
as a page on which transactions are conducted, that connects directly to the
notice and is |abeled appropriately to convey the inportance, nature, and
rel evance of the notice.

(3) "Collect" nmeans to obtain information that the |icensee organizes
or can retrieve by the nane of an individual or by identifying nunber, synbol
or other identifying particular assigned to the individual, irrespective of
the source of the underlying information.

(4) "Conmi ssioner"” means the insurance conm ssioner of the state.

(5) "Conmpany" neans a corporation, limted liability conpany, business
trust, general or limted partnership, association, sole proprietorship or
simlar organization.

(6) "Consuner" means an individual who seeks to obtain, obtains or has
obtai ned an insurance product or service froma licensee that is to be used
primarily for personal, famly or household purposes and about whom the
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licensee has nonpublic personal information, or that individual's |ega
representative.

Exanpl es.

(a) An individual who provides nonpublic personal information to a
licensee in connection with obtaining or seeking to obtain financial
i nvestment or economnic advisory services relating to an insurance product or
service is a consuner regardless of whether the |icensee establishes an
ongoi ng advi sory relationship

(b) An applicant for insurance prior to the inception of insurance
coverage is a licensee's consuner.

(c) An individual who is a consunmer of another financial institution is
not a licensee's consumer solely because the licensee is acting as agent for
or provides processing or other services to, that financial institution.

(d) An individual is a licensee's consuner if:

(i) The individual is a beneficiary of a Ilife 1insurance policy
underwitten by the licensee;

(ii) The individual is a claimnt under an insurance policy issued by
the |icensee;

(iii) The individual is an insured or an annuitant under an insurance
policy or an annuity, respectively, issued by the |licensee; or

(iv) The individual is a nortgagor of a nortgage covered under a
nort gage i nsurance policy; and
(v) The licensee discloses nonpublic personal financial information

about the individual to a nonaffiliated third party other than as permtted
under WAC 284-04-400, 284-04-405, and 284-04-410.

(e) Provided that the licensee provides the initial, annual and revised
noti ces under WAC 284-04-200, 284-04-205, and 284-04-220 to the plan sponsor,
group or blanket insurance policy holder or group annuity contract hol der,
wor kers' conpensation plan participant and further provided that the Iicensee
does not disclose to a nonaffiliated third party nonpublic personal financial
i nformati on about such an individual other than as permtted under WAC 284-
04- 400, 284-04-405, and 284-04-410, an individual is not the consumer of such
i censee solely because he or she is:

(i) A participant or a beneficiary of an enployee benefit plan that the
licensee administers or sponsors or for which the licensee acts as a trustee,
i nsurer or fiduciary;

(ii) Covered under a group or blanket insurance policy or annuity
contract issued by the licensee; or

(iii) A beneficiary in a workers' conpensation plan

(f) The individuals described in (e)(i) through (iii) of this
subsection are consuners of a licensee if the licensee does not neet all the
conditions of (e) of this subsection.

(g) In no event shall such individuals, solely by virtue of the status
described in (e)(i) through (iii) of this subsection, be deened to be
custoners for purposes of this chapter

(i) An individual is not a licensee's consunmer solely because he or she
is a beneficiary of a trust for which the Iicensee is a trustee.

(ii) An individual is not a licensee's consuner solely because he or
she has designated the licensee as trustee for a trust.

(7) "Consuner reporting agency" has the sane nmeaning as in section
603(f) of the Federal Fair Credit Reporting Act (15 U.S.C 168la(f)).

(8) "Control" neans:

(a) Omnership, control or power to vote twenty-five percent or nore of
the outstanding shares of any class of voting security of the conpany,
directly or indirectly, or acting through one or nore other persons;

(b) Control in any manner over the election of a mpjority of the
directors, trustees or general partners (or individuals exercising simlar
functions) of the conpany; or
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(c) The power to exercise, directly or indirectly, a controlling
i nfluence over the managenent or policies of the conpany, as the conm ssioner
det er m nes.

(9) "Custonmer"™ means a consumer who has a customer relationship with a
i censee.

(10) "Custoner relationship”" nmeans continuing relationship between a
consuner and a licensee under which the licensee provides one or nore
i nsurance products or services to the consunmer that are to be used primrily
for personal, fam |y or househol d purposes.

Exanpl es.

(a) A consunmer has a continuing relationship with a licensee if:

(i) The consuner is a current policyholder of an insurance product
i ssued by or through the licensee; or

(ii) The consuner obtains financial, investnment or econonm c advisory
services relating to an insurance product or service fromthe |icensee for a
fee.

(b) A consunmer does not have a continuing relationship with a licensee
if:

(i) The consunmer applies for insurance but does not purchase the
i nsur ance,;

(ii) The licensee sells the consuner airline travel insurance in an
i sol ated transaction;

(iii) The individual no longer is a current policyholder of an
i nsurance product or no |longer obtains insurance services with or through the
i censee;

(iv) The consumer is a beneficiary or claimnt under a policy and has
submtted a claim under a policy choosing a settlenent option involving an
ongoing relationship with the |icensee;

(v) The consuner is a beneficiary or a clainmnt under a policy and has
submitted a claimunder that policy choosing a lunp sum settlenent option

(vi) The custonmer's policy is lapsed, expired, paid up or otherw se
i nactive or dormant under the licensee's business practices, and the |icensee
has not conmunicated with the custoner about the relationship for a period of
twel ve consecutive nonths, other than annual privacy notices, nateria
required by law or regulation, conmunication at the direction of state or
federal authority or pronotional materials;

(vii) The individual is an insured or an annuitant under an insurance
policy or annuity, respectively, but is not the policyholder or owner of the
i nsurance policy or annuity; or

(viii) For the purposes of this chapter, if the individual's |ast known
address according to the licensee's records is deened invalid. An address of
record is deened invalid if mil sent to that address by the licensee has
been returned by the postal authorities as undeliverable and if subsequent
attenpts by the licensee to obtain a current valid address for the individua
have been unsuccessf ul

(11) "Financial institution" neans any institution the business of
which is engaging in activities that are financial in nature or incidental to
such financial activities as described in section 4(k) of the Bank Hol ding
Conpany Act of 1956 (12 U.S.C. 1843(k)).

(a) Financial institution does not include:

(i) Any person or entity with respect to any financial activity that is
subject to the jurisdiction of the Commpdity Futures Tradi ng Conm ssion under
the Commodity Exchange Act (7 U.S.C. 1 et seq.);

(ii) The Federal Agricultural Mrtgage Corporation or any entity
charged and operating under the Farm Credit Act of 1971 (12 U.S.C. 2001 et
seq.); or

(iii) Institutions chartered by Congress specifically to engage in
securitizations, secondary market sales (including sales of servicing rights)
or simlar transactions related to a transaction of a consumer, as long as
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such institutions do not sell or transfer nonpublic personal information to a
nonaffiliated third party.

(12) "Financial product or service" means any product or service that a
financial holding company could offer by engaging in an activity that is
financial in nature or incidental to such a financial activity under section
4(k) of the Bank Hol di ng Conpany Act of 1956 (12 U. S.C. 1843(k)).

Financial service includes a financial institution's evaluation or
brokerage of information that the financial institution collects in
connection with a request or an application from a consunmer for a financial
product or service.

(13) "Health care" nmeans: Preventive, diagnostic, therapeutic
rehabilitative, maintenance or palliative care, services, procedures, tests
or counseling that:

(a) Relates to the physical, mental or behavioral condition of an
i ndi vi dual ; or

(b) Affects the structure or function of the human body or any part of
the human body, including the banking of blood, sperm organs or any other
tissue; or

(c) Prescribing, dispensing or furnishing to an individual drugs or
bi ol ogi cal s, or nedical devices or health care equi pnment and supplies.

(14) "Health care provider" nmeans a physician or other health care
practitioner licensed, accredited or certified to perform specified health
services consistent with state law or a health care facility.

(15) "Health information" nmeans any information or data, except age or
gender, whether oral or recorded in any formor nmedium created by or derived
froma health care provider or the consuner that relates to:

(a) The past, present or future physical, nental or behavioral health
or condition of an individual

(b) The provision of health care to an individual; or

(c) Paynent for the provision of health care to an individual. (16)
"I'nsurer” includes health care service contractor, HMO and fraternal benefit
soci ety.

(17) "Insurance product or service" neans any product or service that
is offered by a licensee pursuant to the insurance |laws of this state.

I nsurance service includes a licensee's evaluation, brokerage or
di stribution of information that the licensee collects in connection with a
request or an application from a consunmer for an insurance product or
servi ce.

(18) "Licensee" neans all licensed insurers, health care service
contractors, HMOs, and fraternal benefit societies, producers and other
persons licensed or required to be licensed, or authorized or required to be
aut horized, or registered or required to be registered pursuant to the
i nsurance |aw of this state.

(a) A licensee is not subject to the notice and opt out requirenents
for nonpublic personal financial information set forth in WAC 284-04-100
through 284-04-400 if the licensee is an enployee, agent or other
representative of another |icensee ("the principal") and:

(i) The principal otherwise conplies with, and provides the notices
required by, the provisions of this regulation; and

(ii) The licensee does not disclose any nonpublic personal information
to any person other than the principal or its affiliates in a mnner
permtted by this regulation.

(b)(i) Subject to (b)(ii) of this subsection, "licensee" shall also
include an wunauthorized insurer that accepts business placed through a
licensed excess lines broker in this state, but only in regard to the excess
lines placenents placed pursuant to section [insert section] of this state's
l aws.

(ii) An excess lines broker or excess lines insurer shall be deemed to
be in compliance with the notice and opt out requirenments for nonpublic
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personal financial information set forth in WAC 284-04-100 t hrough 284-04-400
provi ded:

(A) The broker or insurer does not disclose nonpublic persona
i nformati on of a consunmer or a custoner to nonaffiliated third parties for
any purpose, including joint servicing or marketing under WAC 284-04-405,
except as pernmitted by WAC 284-04-410 and 284-04-415; and

(B) The broker or insurer
delivers a notice to the consunmer at
the tine a custoner relationship is
established on which the following is

printed in 16-point type: PRIVACY

NOTICE

"NEITHER THE U.S. BROKERS THAT HANDLED
THISINSURANCE NOR THE INSURERS THAT
HAVE UNDERWRITTEN THISINSURANCE WILL
DISCLOSE NONPUBLIC PERSONAL
INFORMATION CONCERNING THEBUYER TO
NONAFFILIATES OF THE BROKERS OR INSURERS
EXCEPT ASPERMITTED BY LAW"

(19) "Licensee" shall also include an unauthorized insurer that places
busi ness through a licensed excess line broker in this state, but only in
regard to the excess line placenments placed pursuant to of this state's |aws.

(20) "Nonaffiliated third party" means any person except:

(a) Alicensee's affiliate; or

(b) A person enployed jointly by a |icensee and any conpany that is not
the licensee's affiliate (but nonaffiliated third party includes the other
conpany that jointly enploys the person).

Nonaffiliated third party includes any conpany that is an affiliate
solely by virtue of the direct or indirect ownership or control of the
conpany by the licensee or its affiliate in conducting merchant banking or
i nvestment banking activities of the type described in section 4(k)(4)(H) or
i nsurance conpany investnment activities of the type described in section
4(k) (4) (1) of the Federal Bank Hol ding Conpany Act (12 U. S.C. 1843(Kk)(4)(H)
and (1.))

(21) "Nonpublic personal i nformation" means nonpublic persona
financial information and nonpublic personal health informtion.

(22) (a) "Nonpublic personal financial information"” means:

(i) Personally identifiable financial information; and

(ii) Any list, description or other grouping of consuners (and publicly
available information pertaining to them that is derived using any
personal ly identifiable financial information that is not publicly avail able.

(b) Nonpublic personal financial information does not include:

(i) Health information;

(ii) Publicly available information, except as included on a |Iist
described in (a)(i) of this subsection; or
(iii) Any list, description or other grouping of consunmers (and

publicly available information pertaining to them that is derived wthout
using any personally identifiable financial information that is not publicly
avail abl e.

Exanpl es of lists.

Nonpublic personal fi nanci al information includes any |ist of
i ndi vidual s’ names and street addresses that is derived in whole or in part
using personally identifiable financial information that is not publicly

avail abl e, such as account nunbers.

Nonpublic personal financial information does not include any list of
i ndi viduals' nanmes and addresses that <contains only publicly available
information, is not derived in whole or in part using personally identifiable
financial information that is not publicly available, and is not disclosed in
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a manner that indicates that any of the individuals on the list is a consuner
of a financial institution.

(23) "Nonpublic personal health information" neans health information:

(a) That identifies an individual who is the subject of the
i nformation; or

(b) Wth respect to which there is a reasonable basis to believe that
the information could be used to identify an individual

(24) "Personally identifiable financial i nformation" means  any
i nformati on:

(a) A consuner provides to a licensee to obtain an insurance product or
service fromthe |icensee

(b) About a consurmer resulting from any transaction involving an
i nsurance product or service between a licensee and a consuner; or

(c) The licensee otherw se obtains about a consuner in connection wth
provi di ng an i nsurance product or service to that consuner.

Exanpl es.

(i) I nformation i ncl uded. Personal |y i dentifiable financia
i nformation includes:

(A) Information a consumer provides to a licensee on an application to
obtain an insurance product or service;

(B) Account bal ance information and paynent history;

(C) The fact that an individual is or has been one of the licensee's
custoners or has obtai ned an insurance product or service fromthe |licensee;

(D) Any information about the licensee's consuner if it is disclosed in
a manner that indicates that the individual is or has been the licensee's
consumer;

(E) Any information that a consuner provides to a licensee or that the
licensee or its agent otherwi se obtains in connection with collecting on a
| oan or servicing a |oan;

(F) Any information the licensee collects through an Internet "cookie"
(an information collecting device froma web server); and

(G Information froma consuner report.

(ii) Information not included. Personally identifiable financia
i nformati on does not incl ude:

(A) Health information;

(B) A list of nanmes and addresses of custoners of an entity that is not
a financial institution; and

(G Information that does not identify a consuner, such as aggregate
information or blind data that does not contain personal identifiers such as
account nunbers, nanmes or addresses.

(25)(a) "Publicly available information" means any information that a
| i censee has a reasonable basis to believe is lawfully nmade available to the
general public from

(i) Federal, state or |ocal governnent records;

(ii) Wdely distributed nedia; or

(iii) Disclosures to the general public that are required to be made by
federal, state or |ocal |aw

(b) Reasonabl e basis. A licensee has a reasonable basis to believe
that information is lawfully made available to the general public if the
licensee has taken steps to determ ne

(i) That the information is of the type that is available to the
general public; and

(ii) Whether an individual can direct that the information not be nmade
available to the general public and, if so, that the licensee's consunmer has
not done so.

(c) Exanpl es.

(i) Government records. Publicly available information in government
records includes information in governnent real estate records and security
interest filings.
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(ii) Wdely distributed nedia. Publicly available information from
widely distributed nmedia includes information from a tel ephone book, a
television or radio program a newspaper or a website that is available to
the general public on an unrestricted basis. A website is not restricted
nmerely because an Internet service provider or a site operator requires a fee
or a password, so long as access is available to the general public.

(iii) Reasonabl e basis.

(A) A licensee has a reasonable basis to believe that nortgage
information is lawfully nade available to the general public if the licensee
has deternmined that the information is of the type included on the public
record in the jurisdiction where the nortgage woul d be recorded.

(B) A licensee has a reasonable basis to believe that an individual's
tel ephone nunber is lawfully made available to the general public if the
licensee has |located the telephone nunmber in the telephone book or the
consuner has informed you that the tel ephone nunber is not unlisted.

PART 2
PRI VACY AND OPT OUT NOTI CES FOR FI NANCI AL | NFORMATI ON

NEW SECTI ON

WAC 284- 04- 200 Initial privacy notice to consumers required. (D
Initial notice requirement. A licensee shall provide a clear and conspi cuous
notice that accurately reflects its privacy policies and practices to:

(a) Custoner. An individual who becones the licensee's custonmer, not

|ater than when the |icensee establishes a custoner relationship, except as
provi ded in subsection (5) of this section; and

(b) Consuner. A consuner, before the l|icensee discloses any nonpublic
personal financial information about the consunmer to any nonaffiliated third
party, if the licensee makes a disclosure other than as authorized by WAC
284-04- 405 and 284-04-410;

(2) When initial notice to a consuner is not required. A licensee is
not required to provide an initial notice to a consumer under subsection
(1)(b) of this section if:

(a) The licensee does not disclose any nonpublic personal financia
i nformati on about the consumer to any nonaffiliated third party, other than
as aut horized by WAC 284-04-405 and 284-04-410; and

The licensee does not have a custoner relationship with the consuner;
or

(b) A notice has been provided by an affiliated licensee, as long as
the notice clearly identifies all licensees to whom the notice applies and is
accurate with respect to the licensee and the other institutions.

(3) When the licensee establishes a customer relationship

(a) Ceneral rule. A licensee establishes a custonmer relationship at
the tine the licensee and the consuner enter into a continuing relationship
(b) Exanples of establishing custonmer relationship. A licensee

establishes a customer relationship when the consuner:
(i) Becones a policyholder of a licensee that is an insurer when the
i nsurer delivers an insurance policy or contract to the consunmer, or in the

[10] OTS-4423.6



case of a licensee that is an insurance producer or insurance broker, obtains
i nsurance through that |icensee; or

(ii) Agrees to obtain financial, economic or investnment advisory
services relating to insurance products or services for a fee from the
i censee.

(4) Existing custoners. When an existing custonmer obtains a new
i nsurance product or service froma licensee that is to be used primarily for
personal, famly or household purposes, the licensee satisfies the initial
notice requirenments of subsection (1) of this section as foll ows:

(a) The licensee nay provide a revised policy notice, under WAC 284-04-
220, that covers the custoner's new insurance product or service; or

(b) If the initial, revised or annual notice that the |icensee npst
recently provided to that custoner was accurate with respect to the new
i nsurance product or service, the licensee does not need to provide a new
privacy notice under subsection (1) of this section.

(5) Exceptions to allow subsequent delivery of notice.

(a) A licensee may provide the initial notice required by subsection
(1)(a) of this section wthin a reasonable tinme after the |icensee
establishes a custonmer relationship if:

(i) Establishing the custoner relationship is not at the custonmer's
el ection; or

(ii) Providing notice not later than when the |icensee establishes a
custoner relationship would substantially delay the custoner's transaction
and the custoner agrees to receive the notice at a later tine.

(b) Exanpl es of exceptions.

(i) Not at custoner's election. Establi shing a custoner relationship
is not at the custonmer's election if a licensee acquires or is assigned a
custoner's policy from another financial institution or residual narket
mechani sm and the custoner does not have a choice about the |Ilicensee's
acqui sition or assignment.

(ii) Substantial delay of customer's transaction. Providing notice not
later than when a |icensee establishes a custonmer relationship would
substantially delay the customer's transaction when the |icensee and the
i ndi vidual agree over the telephone to enter into a customer relationship
i nvol ving pronpt delivery of the insurance product or service.

(iii) No substantial delay of custoner's transaction. Providing notice
not later than when a |icensee establishes a custoner relationship would not
substantially delay the custoner's transaction when the relationship is
initiated in person at the licensee's office or through other mnmeans by which
the customer may view the notice, such as on a website.

(6) Delivery. VWen a licensee is required to deliver an initial
privacy notice by this section, the licensee shall deliver it according to
WAC 284-04-225. If the Ilicensee uses a short-form initial notice for
noncustomers according to WAC 284-04-210(4), the licensee nmmy deliver its

privacy notice according to WAC 284-04-210 (4)(c).
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NEW SECTI ON

WAC 284-04-205 Annual privacy notice to custonmers required. (1) (a)
General rule. A licensee shall provide a clear and conspicuous notice to
customers that accurately reflects its privacy policies and practices not
less than annually during the continuation of the custonmer relationship
Annually neans at least once in any period of twelve consecutive nonths
during which that relationship exists. A licensee nmay define the twelve-
consecutive-nmonth period, but the licensee shall apply it to the custoner on
a consistent basis.

(b) Exanple. A licensee provides a notice annually if it defines the
twel ve-consecutive-nmonth period as a calendar year and provides the annua
notice to the custoner once in each cal endar year follow ng the cal endar year
in which the licensee provided the initial notice. For exanple, if a
custonmer opens an account on any day of year one, the licensee shall provide
an annual notice to that custoner by Decenber 31 of year two.

(2)(a) Termnation of custonmer relationship. A licensee is not
required to provide an annual notice to a former custonmer. A former custoner
is an individual wth whom a Ilicensee no longer has a continuing
rel ati onshi p.

(b) Exanpl es.

(i) A licensee no longer has a continuing relationship wth an

individual if the individual no longer is a current policyholder of an
i nsurance product or obtains insurance services with or through the licensee.

(ii) A licensee no longer has a continuing relationship wth an
individual if the individual's policy is |apsed, expired, paid up or
otherwi se inactive or dormant under the |icensee's business practices, and
the |icensee has not comrunicated with the custonmer about the relationship

for a period of twelve consecutive nmonths, other than to provide annua
privacy notices, nmaterial required by law or regulation, or pronotiona
mat eri al s.

(iii) For the purposes of this regulation, a licensee no |onger has a
continuing relationship with an individual if the individual's last known
address according to the licensee's records is deened invalid. An address of
record is deened invalid if mail sent to that address by the |icensee has
been returned by the postal authorities as undeliverable and if subsequent
attenpts by the licensee to obtain a current valid address for the individua
have been unsuccessf ul

(iv) A licensee no longer has a continuing relationship with a customer
in the case of providing real estate settlenment services, at the tine the
custoner conpletes execution of all docunents related to the real estate
closing, payment for those services has been received, or the |icensee has
conpleted all of its responsibilities with respect to the settlenent,
including filing docunents on the public record, whichever is |ater

(3) Delivery. Wen a licensee is required by this section to deliver
an annual privacy notice, the licensee shall deliver it according to WAC 284-
04- 225.
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WAC 284-04-210 Information to be included in privacy notices. (1)
General rule. The initial, annual and revised privacy notices that a
licensee provides under WAC 284-04-200, 284-04-205, and 284-04-220 shal
i nclude each of the following itenms of information, in addition to any other
information the licensee wishes to provide, that applies to the licensee and
to the consuners to whomthe |icensee sends its privacy notice:

(a) The categories of nonpublic personal financial information that the
i censee collects;

(b) The categories of nonpublic personal financial information that the
i censee discl oses;

(c) The categories of affiliates and nonaffiliated third parties to
whom the I|icensee discloses nonpublic personal financial information, other
than those parties to whom the licensee discloses information under WAC 284-
04- 405 and 284-04-410;

(d) The categories of nonpublic personal financial information about

the |licensee's forner customers that the |I|icensee discloses and the
categories of affiliates and nonaffiliated third parties to whomthe |icensee
di scl oses nonpublic personal financial information about the |icensee's

former custoners, other than those parties to whom the licensee discloses
i nformati on under WAC 284-04- 405 and 284-04-410;

(e) If a licensee discloses nonpublic personal financial information to
a nonaffiliated third party under WAC 284-04-400 (and no other exception in
WAC 284-04-405 and 284-04-410 applies to that disclosure), a separate
description of the categories of information the licensee discloses and the
categories of third parties with whomthe |icensee has contracted;

(f) An explanation of the consumer's right under WAC 284-04-300(1) to
opt out of the disclosure of nonpublic personal financial information to
nonaffiliated third parties, including the nmethods by which the consuner nay
exercise that right at that tine;

(9) Any  disclosures that t he i censee makes under section
603(d)(2)(A) (iii) of the Federal Fair Credit Reporting Act (15 U S C
1681a(d) (2)(A) (iii)) (that is, notices regarding the ability to opt out of
di scl osures of information anong affiliates);

(h) The licensee's policies and practices with respect to protecting
the confidentiality and security of nonpublic personal information; and

(i) Any disclosure that the |icensee makes under subsection (2) of this
secti on.

(2) Description of parties subject to exceptions. If a |Ilicensee
di scl oses nonpublic personal financial information as authorized under WAC
284-04-405 and 284-04-410, the Ilicensee is not required to Ilist those
exceptions in the initial or annual privacy notices required by WAC 284-04-

200 and 284-04-205. When describing the categories of parties to whom
disclosure is made, the licensee is required to state only that it nakes
disclosures to other affiliated or nonaffiliated third parties, as

applicable, as permtted by |aw

(3) Exanpl es.

(a) Categories of nonpublic personal financial information that the
licensee collects. A licensee satisfies the requirenent to categorize the
nonpublic personal financi al information it collects iif the licensee
categorizes it according to the source of the information, as applicable:

(i) Information fromthe consuner;
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(ii) Information about the consuner's transactions with the |icensee or
its affiliates;

(iii) Information about the consumer's transactions with nonaffiliated
third parties; and

(iv) Information froma consunmer reporting agency.

(b) Categories of nonpublic personal financial information a |icensee
di scl oses.

(i) A licensee satisfies the requirenent to categorize nonpublic
personal financial information it discloses if the licensee categorizes the
i nformati on according to source, as described in (a) of this subsection, as

applicable, and provides a few exanples to illustrate the types of
informati on in each category. These mi ght include:
(A) Information from the consuner, including application informtion,

such as assets and incone and identifying information, such as nane, address,
and soci al security nunber;

(B) Transaction information, such as information about balances,
payment history, and parties to the transaction; and

(O Information from consuner reports, such as a consuner's
credi tworthiness and credit history.

(ii) A licensee does not adequately categorize the information that it
discloses if the |icensee uses only general terns, such as transaction
i nformati on about the consumer.

(iii) If a licensee reserves the right to disclose all of the nonpublic
personal financial information about consuners that it collects, the |icensee
may sinply state that fact w thout describing the categories or exanples of
nonpublic personal information that the |icensee discloses.

(c) Categories of affiliates and nonaffiliated third parties to whom
the Iicensee discloses.

(i) A licensee satisfies the requirenent to categorize the affiliates
and nonaffiliated third parties to whom the I|icensee discloses nonpublic
personal financial information about consuners if the |licensee identifies the
types of businesses in which they engage.

(ii) Types of businesses may be described by general terns only if the

licensee uses a few illustrative exanples of significant |ines of business
For exanple, a licensee may use the term financial products or services if it
i ncludes appropriate exanples of significant |ines of businesses, such as

life insurer, autonobile insurer, consumer banking or securities brokerage.

(iii) A licensee also may categorize the affiliates and nonaffiliated
third parties to whom it discloses nonpublic personal financial information
about consuners using nore detail ed categories.

(d) Disclosures wunder exception for service providers and joint
mar keters. If a licensee discloses nonpublic personal financial information
under the exception in WAC 284-04-400 to a nonaffiliated third party to
mar ket products or services that it offers alone or jointly wth another
financial institution, the licensee satisfies the disclosure requirenment of
subsection (1)(e) of this section if it:

(i) Lists the categories of nonpublic personal financial information it
di scl oses, using the same categories and exanples the licensee used to neet
the requirements of subsection (1)(b) of this section, as applicable; and

(ii) States whether the third party is:

(A) A service provider that performs marketing services on the

licensee's behalf or on behalf of the licensee and another financia
institution; or

(B) A financial institution with whom the |icensee has a joint
mar ket i ng agreenent .

(e) Sinmplified notices. If a licensee does not disclose, and does not

wish to reserve the right to disclose, nonpublic personal financial
i nformati on  about customers  or former customers to affiliates or
nonaffiliated third parties except as authorized under WAC 284-04-405 and
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284-04-410, the licensee may sinply state that fact, in addition to the
information it shall provide under subsections (1)(h), (i) and (2) of this
secti on.

(f) Confidentiality and security. A licensee describes its policies
and practices with respect to protecting the confidentiality and security of
nonpublic personal financial information if it does both of the foll ow ng:

(i) Describes in general terns who is authorized to have access to the
i nformation; and

(ii) States whether the licensee has security practices and procedures
in place to ensure the confidentiality of the information in accordance with
the licensee's policy. The licensee is not required to describe technical
i nformati on about the safeguards it uses.

(4) Short-forminitial notice with opt out notice for noncustomers.

(a) A licensee may satisfy the initial notice requirenents in WAC 284-
04-200 (1)(b) for a consumer who is not a custoner by providing a short-form
initial notice at the sane tine as the |icensee delivers an opt out notice as
required in WAC 284-04-215.

(b) A short-forminitial notice shall

(i) Be clear and conspicuous;

(ii) State that the |licensee's privacy notice is available upon
request; and

(iii) Explain a reasonable neans by which the consumer may obtain that
noti ce.

(c) The licensee shall deliver its short-forminitial notice according

to WAC 284-04-225. The licensee is not required to deliver its privacy
notice with its short-forminitial notice. The licensee instead may sinply
provi de the consuner a reasonable neans to obtain its privacy notice. If a
consuner who receives the |licensee's short-form notice requests the
licensee's privacy notice, the licensee shall deliver its privacy notice
according to WAC 284- 04- 225.

(d) Exanples of obtaining privacy notice. The licensee provides a

reasonabl e means by which a consunmer may obtain a copy of its privacy notice
if the licensee:

(i) Provides a toll-free tel ephone nunber that the consuner nmay call to
request the notice; or

(ii) For a consumer who conducts business in person at the licensee's
office, maintain copies of the notice on hand that the |icensee provides to
t he consuner inmmedi ately upon request.

(5) Future disclosures. The licensee's notice nay include:

(a) Categories of nonpublic personal financial information that the
licensee reserves the right to disclose in the future, but do not currently
di scl ose; and

(b) Categories of affiliates or nonaffiliated third parties to whomthe
licensee reserves the right in the future to disclose, but to whom the

licensee does not currently disclose, nonpublic personal financia
i nformati on.
(6) Sanple clauses. Sanple clauses illustrating sonme of the notice

content required by this section are included in Appendix A of this
regul ati on.
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WAC 284-04-215 Form of opt out notice to consumers and opt out
nmet hods. (1)(a) Form of opt out notice. If a licensee is required to
provi de an opt out notice under WAC 284-04-300(1), it shall provide a clear
and conspicuous notice to each of its consuners that accurately explains the
right to opt out under that section. The notice shall state:

(i) That the |licensee discloses or reserves the right to disclose
nonpublic per sonal fi nanci al i nformati on about its consuner to a
nonaffiliated third party;

(ii) That the consumer has the right to opt out of that disclosure; and

(iii) A reasonable neans by which the consumer nay exercise the opt out
right.

(b) Exanpl es.

(i) Adequate opt out notice. A licensee provides adequate notice that
the consunmer can opt out of the disclosure of nonpublic personal financia
information to a nonaffiliated third party if the |icensee:

(A) ldentifies all of the categories of nonpublic personal financial
information that it discloses or reserves the right to disclose, and all of
the categories of nonaffiliated third parties to which the |icensee discloses
the information, as described in WAC 284-04-210 (1)(b) and (c), and states
that the consuner can opt out of the disclosure of that information; and

(B) ldentifies the insurance products or services that the consumer
obtains from the |icensee, either singly or jointly, to which the opt out
di rection woul d apply.

(ii) Reasonable opt out neans. A |licensee provides a reasonabl e neans
to exercise an opt out right if it:

(A) Designates check-off boxes in a prom nent position on the rel evant
forms with the opt out notice;

(B) Includes a reply formtogether with the opt out notice;

(C) Provides an electronic nmeans to opt out, such as a form that can be
sent via electronic mail or a process at the licensee's website, if the
consuner agrees to the electronic delivery of information; or

(D) Provides a toll-free telephone nunber that consuners may call to
opt out.

(iii) Unreasonable opt out neans. A licensee does not provide a
reasonabl e neans of opting out if:

(A) The only neans o opting out is for the consumer to wite his or
her own letter to exercise that opt out right; or

(B) The only means of opting out as described in any notice subsequent
to the initial notice is to use a check-off box that the |icensee provided
with the initial notice but did not include with the subsequent notice.

(iv) Specific opt out neans. A licensee may require each consumer to
opt out through a specific neans, as long as that nmeans is reasonable for
t hat consunmer.

(2) Sane form as initial notice permtted. A licensee nay provide the
opt out notice together with or on the same witten or electronic formas the
initial notice the |icensee provides in accordance with WAC 284-04- 200.

(3) Initial notice required when opt out notice delivered subsequent to
initial notice. If a licensee provides the opt out notice later than
required for the initial notice in accordance with 284-04-200, the |icensee
shall also include a copy of the initial notice with the opt out notice in
writing or, if the consuner agrees, electronically.
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(4) Joint relationships.

(a) If two or nore consunmers jointly obtain an insurance product or
service from a licensee, the licensee nmay provide a single opt out notice
The licensee's opt out notice shall explain how the licensee will treat an
opt out direction by a joint consumer (as explained in (e) of this
subsection).

(b) Any of the joint consumers may exercise the right to opt out. The
licensee may either:

(i) Treat an opt out direction by a joint consumer as applying to all
of the associated joint consuners; or

(ii) Permt each joint consuner to opt out separately.

(c) If a licensee pernits each joint consunmer to opt out separately,
the licensee shall permt one of the joint consuners to opt out on behalf of
all of the joint consuners.

(d) Alicensee may not require all joint consuners to opt out before it
i mpl enents any opt out direction.

(e) Exanple. If John and Mary are both nanmed policyholders on a
homeowner's insurance policy issued by a l|icensee and the licensee sends
policy statenents to John's address, the licensee my do any of the

following, but it shall explain in its opt out notice which opt out policy
the Iicensee will follow

(i) Send a single opt out notice to John's address, but the |icensee
shall accept an opt out direction fromeither John or Mary.

(ii) Treat an opt out direction by either John or Mary as applying to
the entire policy. If the licensee does so and John opts out, the licensee
may not require Mary to opt out as well before inplenenting John's opt out
direction.

(iii) Permt John and Mary to nmke different opt out directions. | f
the Iicensee does so:

(A) It shall permit John and Mary to opt out for each other

(B) If both opt out, the licensee shall pernmit both of them to notify
it in a single response (such as on a formor through a tel ephone call); and

(C If John opts out and Mary does not, the |licensee may only disclose
nonpublic personal financial information about Mry, but not about John and
not about John and Mary jointly.

(5) Time to conmply with opt out. A licensee shall comply with a
consuner's opt out direction as soon as reasonably practicable after the
licensee receives it.

(6) Continuing right to opt out. A consunmer may exercise the right to
opt out at any tinme.

(7) Duration of consumer's opt out direction

(a) A consuner's direction to opt out under this section is effective
until the consuner revokes it in witing or, if the consumer agrees,
el ectronically.

(b) When a custoner relationship term nates, the custonmer's opt out
direction continues to apply to the nonpublic personal financial informtion
that the licensee collected during or related to that relationship. If the
i ndi vi dual subsequently establishes a new custoner relationship with the
licensee, the opt out direction that applied to the fornmer relationship does
not apply to the new rel ationship

(8) Delivery. When a licensee is required to deliver an opt out notice
by this section, the Iicensee shall deliver it according to WAC 284-04-225.
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WAC 284-04-220 Revised privacy notices. (1) Ceneral rule. Except as
otherwi se authorized in this regulation, a licensee shall not, directly or
through an affiliate, disclose any nonpublic personal financial information
about a consuner to a nonaffiliated third party other than as described in
the initial notice that the |icensee provided to that consumer under WAC 284-
04- 200, unl ess:

(a) The licensee has provided to the consunmer a clear and conspi cuous
revised notice that accurately describes its policies and practices;

(b) The licensee has provided to the consunmer a new opt out notice;

(c) The licensee has given the consunmer a reasonable opportunity,
before the licensee discloses the information to the nonaffiliated third
party, to opt out of the disclosure; and

(d) The consuner does not opt out.

(2) Exanpl es.

(a) Except as otherwise permtted by WAC 284-04-400, 284-04-405, and
284-04-410, a licensee shall provide a revised notice before it:

(i) Discloses a new category of nonpublic personal fi nanci al
information to any nonaffiliated third party;

(ii) Discloses nonpublic personal financial information to a new
category of nonaffiliated third party; or

(iii) Discloses nonpublic personal financial information about a forner
custonmer to a nonaffiliated third party, if that former custoner has not had
the opportunity to exercise an opt out right regarding that disclosure.

(b) A revised notice is not required if the Iicensee discloses
nonpublic personal financial information to a new nonaffiliated third party
that the licensee adequately described in its prior notice.

(3) Delivery. Wien a licensee is required to deliver a revised privacy
notice by this section, the licensee shall deliver it according to WAC 284-
04- 225.

NEW SECTI ON

WAC 284-04-225 Delivery. (1) How to provide notices. A licensee
shall provide any notices that this regulation requires so that each consuner
can reasonably be expected to receive actual notice in witing or, if the

consuner agrees, electronically.

(2) (a) Exanples of reasonable expectation of actual notice. A licensee
may reasonably expect that a consumer wll receive actual notice if the
i censee:

(i) Hand-delivers a printed copy of the notice to the consuner;

(ii) Mails a printed copy of the notice to the |ast known address of
the consuner separately, or in a policy, billing or other witten
conmuni cati on;

(iii) For a consuner who conducts transactions electronically, posts
the notice on the electronic site and requires the consunmer to acknow edge
receipt of the notice as a necessary step to obtaining a particular insurance
product or service;
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(iv) For an isolated transaction with a consunmer, such as the licensee
provi ding an insurance quote or selling the consuner travel insurance, posts
the notice and requires the consumer to acknow edge receipt of the notice as
a necessary step to obtaining the particul ar insurance product or service.

(b) Exanmpl es of unreasonable expectation of actual notice. A licensee
may not, however, reasonably expect that a consuner wll receive actual
notice of its privacy policies and practices if it:

(i) Only posts a sign in its office or generally publish advertisenents
of its privacy policies and practices; or

(ii) Sends the notice via electronic mail to a consumer who does not
obtain an insurance product or service fromthe |licensee electronically.

(3) Annual notices only. A licensee may reasonably expect that a
custoner will receive actual notice of the licensee's annual privacy notice
if:

(a) The custonmer uses the |licensee's website to access insurance

products and services electronically and agrees to receive notices at the
website and the licensee posts its current privacy notice continuously in a
cl ear and conspi cuous manner on the website; or

(b) The custoner has requested that the licensee refrain from sending

any information regarding the custonmer relationship, and the |icensee's
current privacy notice renmains available to the custoner upon request.
(4) Oral description of notice insufficient. A licensee may not

provide any notice required by this regulation solely by orally explaining
the notice, either in person or over the tel ephone.

(5) Retention or accessibility of notices for custoners.

(a) For custonmers only, a licensee shall provide the initial notice
required by WAC 284-04-200 (1)(a), the annual notice required by WAC 284-04-
205(1), and the revised notice required by WAC 284-04-220 so that the
custoner can retain them or obtain themlater in witing or, if the customer
agrees, electronically.

(b) Exanples of retention or accessibility. A licensee provides a
privacy notice to the custoner so that the customer can retain it or obtain
it later if the licensee:

(i) Hand-delivers a printed copy of the notice to the custoner;

(ii) Mails a printed copy of the notice to the last known address of
t he custoner; or

(iii) Makes its current privacy notice available on a website (or a
link to another website) for the customer who obtains an insurance product or
service electronically and agrees to receive the notice at the website.

(6) Joint notice with other financial institutions. A licensee may
provide a joint notice fromthe licensee and one or nore of its affiliates or
other financial institutions, as identified in the notice, as long as the
notice is accurate with respect to the licensee and the other institutions.

A licensee also may provide a notice on behalf of another financia
institution.
(7) Joint relationships. If two or nmore consuners jointly obtain an

i nsurance product or service from a licensee, the licensee nmay satisfy the
initial, annual and revised notice requirements of WAC, respectively, by
providing one notice to those consuners jointly.

PART 3
LIM TS ON DI SCLOSURES OF FI NANCI AL | NFORMATI ON
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WAC 284-04-300 Limts on disclosure of nonpublic personal financia
information to nonaffiliated third parties. (1) (a) Conditions for
di scl osure. Except as otherwi se authorized in this regulation, a |icensee
may not, directly or through any affiliate, disclose any nonpublic personal
financial information about a consuner to a nonaffiliated third party unl ess:

(i) The licensee has provided to the consumer an initial notice as
requi red under WAC 284- 04-200;

(ii) The licensee has provided to the consumer an opt out notice as
required in WAC 284-04-215;

(iii) The licensee has given the consuner a reasonable opportunity,
before it discloses the information to the nonaffiliated third party, to opt
out of the disclosure; and

(iv) The consuner does not opt out.

(b) Opt out definition. Opt out nmeans a direction by the consuner that
the licensee not disclose nonpublic personal financial information about that
consuner to a nonaffiliated third party, other than as permitted by WAC 284-
04- 400, 284-04-405, and 284-04-410.

(c) Exanples of reasonable opportunity to opt out. A licensee provides
a consuner with a reasonabl e opportunity to opt out if:
(i) By mail. The licensee mails the notices required in (a) of this

subsection to the consuner and allows the consumer to opt out by mailing a
form <calling a toll-free telephone nunmber or any other reasonable neans
within thirty days fromthe date the |licensee nailed the notices.

(ii) By electronic neans. A custoner opens an on-line account with a
licensee and agrees to receive the notices required in (a) of this subsection
el ectronically, and the Ilicensee allows the customer to opt out by any

reasonable nmeans within thirty days after the date that the custoner
acknow edges receipt of the notices in conjunction with opening the account.

(iii) Ilsolated transaction with consuner. For an isolated transaction
such as providing the consumer with an insurance quote, a |licensee provides
the consuner with a reasonable opportunity to opt out if the |Ilicensee

provides the notices required in (a) of this subsection at the tinme of the
transaction and requests that the consuner decide, as a necessary part of the
transacti on, whether to opt out before conpleting the transaction.

(2) Application of opt out to all consumers and all nonpublic persona
financial information.

(a) A licensee shall conply with this section, regardless of whether
the Iicensee and the consuner have established a customer relationship

(b) Unless a licensee conplies with this section, the |licensee may not,
directly or through any affiliate, disclose any nonpublic personal financial
i nformati on about a consuner that the licensee has collected, regardless of
whether the licensee collected it before or after receiving the direction to
opt out fromthe consuner.

(3) Partial opt out. A licensee may allow a consunmer to select certain
nonpublic personal financial information or <certain nonaffiliated third
parties with respect to which the consunmer wi shes to opt out.
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WAC 284-04-305 Limts on redisclosure and reuse of nonpublic persona
financial information. (1)(a) Information the licensee receives under an
exception. If a licensee receives nonpublic personal financial information
froma nonaffiliated financial institution under an exception in WAC 284-04-
405 or 284-04-410, the licensee's disclosure and use of that information is
limted as follows:

(i) The licensee may disclose the information to the affiliates of the
financial institution fromwhich the |licensee received the information;

(ii) The licensee may disclose the information to its affiliates, but
the licensee's affiliates may, in turn, disclose and use the information only
to the extent that the licensee may disclose and use the information; and

(iii) The licensee may disclose and use the information pursuant to an
exception in WAC 284-04-405 or 284-04-410, in the ordinary course of business
to carry out the activity covered by the exception under which the |icensee
recei ved the information.

(b) Exanple. If a licensee receives information from a nonaffiliated
financial institution for <clains settlenment purposes, the licensee nmay
di sclose the information for fraud prevention, or in response to a properly
aut hori zed subpoena. The licensee may not disclose that infornmation to a

third party for marketing purposes or use that information for its own
mar ket i ng pur poses.

(2)(a) Information a licensee receives outside of an exception. If a
i censee receives nonpublic per sonal fi nanci al i nformation from a
nonaffiliated financial institution other than under an exception in WAC 284-
04- 405 or 284-04-410, the |icensee may disclose the information only:

(i) To the affiliates of the financial institution from which the
i censee received the information;

(ii) To its affiliates, but its affiliates may, in turn, disclose the
information only to the extent that the Ilicensee may disclose the
i nformati on; and

(iii) To any other person, if the disclosure would be lawful if mde
directly to that person by the financial institution from which the |icensee
recei ved the information.

(b) Exanpl e. If a Ilicensee obtains a custonmer list from a
nonaffiliated financial institution outside of the exceptions in WAC 284-04-
405 or 284-04-410:

(i) The licensee may use that list for its own purposes; and

(ii) The licensee may disclose that list to another nonaffiliated third
party only if the financial institution fromwhich the |licensee purchased the
list could have lawfully disclosed the list to that third party. That is,
the licensee may disclose the list in accordance with the privacy policy of
the financial institution from which the I|icensee received the list, as
limted by the opt out direction of each consunmer whose nonpublic personal
financial information the licensee intends to disclose, and the |icensee may
disclose the list in accordance with an exception in WAC 284-04-405 or 284-
04- 410, such as to the licensee's attorneys or accountants.

(3) Information a licensee discloses under an exception. |If a licensee
di scl oses nonpublic personal financial information to a nonaffiliated third
party under an exception in WAC 284-04-405 or 284-04-410 of this regulation,
the third party nay disclose and use that information only as foll ows:
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(a) The third party may disclose the information to the |icensee's
affiliates;

(b) The third party may disclose the information to its affiliates, but
its affiliates may, in turn, disclose and use the information only to the
extent that the third party may disclose and use the information; and

(c) The third party may disclose and use the information pursuant to an
exception in WAC 284-04-405 or 284-04-410 in the ordinary course of business
to carry out the activity covered by the exception under which it received
t he i nformation.

(4) Information a |icensee discloses outside of an exception. If a
i censee di scl oses nonpublic per sonal fi nanci al i nformati on to a
nonaffiliated third party other than under an exception in WAC 284-04-405 or
284-04-410, the third party may disclose the information only:

(a) To the licensee's affiliates;

(b) To the third party's affiliates, but the third party's affiliates,
in turn, may disclose the information only to the extent the third party can
di scl ose the information; and

(c) To any other person, if the disclosure would be lawful if the
licensee made it directly to that person

NEW SECTI ON

WAC 284-04-310 Limts on sharing account nunber information for
mar keti ng purposes. (1) General prohibition on disclosure of account
nunbers. A licensee shall not, directly or through an affiliate, disclose

other than to a consumer reporting agency, a policy nunber or simlar form of
access nunmber or access code for a consunmer's policy or transaction account
to any nonaffiliated third party for wuse in telemarketing, direct nmil
mar keti ng or other marketing through electronic mail to the consuner.

(2) Exceptions. Subsection (1) of this section does not apply if a
i censee discloses a policy nunber or simlar form of access nunber or access
code:

(a) To the licensee's service provider solely in order to perform
mar keting for the |icensee's own products or services, as long as the service
provider is not authorized to directly initiate charges to the account;

(b) To a licensee who is a producer solely in order to perform
mar keting for the licensee's own products or services; or

(c) To a participant in an affinity or simlar program where the
participants in the program are identified to the customer when the custoner
enters into the program

(3) Exanpl es.

(a) Policy nunber. A policy nunber, or simlar form of access nunber
or access code, does not include a number or code in an encrypted form as
long as the |icensee does not provide the recipient with a nmeans to decode
t he nunber or code.

(b) Policy or transaction account. For the purposes of this section, a
policy or transaction account is an account other than a deposit account or a
credit card account. A policy or transaction account does not include an

account to which third parties cannot initiate charges.
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PART 4
EXCEPTI ONS TO LIM TS ON DI SCLOSURES OF FI NANCI AL | NFORMATI ON

NEW SECTI ON

WAC 284-04-400 Exception to opt out requirenents for disclosure of
nonpublic personal financial information for service providers and joint
mar keting. (1) General rule.

(a) The opt out requirements in WAC 284-04-215 and 284-04-300 do not
apply when a licensee provides nonpublic personal financial information to a
nonaffiliated third party to perform services for the licensee or functions
on the licensee's behalf, if the |icensee:

(i) Provides the initial notice in accordance wi th WAC 284-04-200; and

(ii) Enters into a contractual agreement with the third party that
prohibits the third party from disclosing or using the information other than
to carry out the purposes for which the licensee disclosed the information,
i ncluding use under an exception in WAC 284-04-405 or 284-04-410 in the
ordi nary course of business to carry out those purposes.

(b) Exanple. If a licensee discloses nonpublic personal financia
informati on under this section to a financial institution with which the
licensee performs joint marketing, the l|icensee's contractual agreement wth
that institution neets the requirenents of (a)(ii) of this subsection if it
prohibits the institution from disclosing or using the nonpublic personal
financial information except as necessary to carry out the joint marketing or
under an exception in WAC 284-04-405 or 284-04-410 in the ordinary course of
busi ness to carry out that joint nmarketing.

(2) Service may include joint narketing. The services a nonaffiliated
third party perforns for a |licensee under subsection (1) of this section nay
i nclude marketing of the licensee's own products or services or narketing of
financial products or services offered pursuant to joint agreements between
the Iicensee and one or nore financial institutions.

(3) Definition of joint agreement. For purposes of this section, joint
agreenent neans a witten contract pursuant to which a |icensee and one or
nmore financial institutions jointly offer, endorse or sponsor an insurance
product or service.
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NEW SECTI ON

WAC 284-04-405 Exceptions to notice and opt out requirements for
di scl osure of nonpublic personal financial information for processing and
servicing transactions. (1) Exceptions for processing transactions at
consuner's request. The requirenments for initial notice in WAC 284-04-200
(1)(b), the opt out in WAC 284-04-215 and 284-04-300 and service providers
and joint marketing in WAC 284-04-400 do not apply if the licensee discloses
nonpublic personal financial information as necessary to effect, adm nister
or enforce a transaction that a consumer requests or authorizes, or in
connection with:

(a) Servicing or processing an insurance product or service that a
consumer requests or authorizes;

(b) Maintaining or servicing the consuner's account with a licensee, or
with another entity as part of a private |abel credit card program or other
extension of credit on behalf of such entity;

(c) A proposed or actual securitization, secondary nmarket sale
(including sales of servicing rights) or simlar transaction related to a
transaction of the consuner; or

(d) Reinsurance or stop |oss or excess |o0ss insurance.

(2) Necessary to effect, adm nister or enforce a transaction neans that
t he disclosure is:

(a) Required, or is one of the lawful or appropriate nmethods, to
enforce the licensee's rights or the rights of other persons engaged in
carrying out the financial transaction or providing the product or service
or

(b) Required, or is a usual, appropriate or acceptabl e nethod:

(i) To carry out the transaction or the product or service business of
which the transaction is a part, and record, service or muintain the
consuner's account in the ordinary course of providing the insurance product
or service

(ii) To administer or service benefits or clains relating to the
transaction or the product or service business of which it is a part;

(iii) To provide a confirmation, statenent or other record of the
transaction, or information on the status or value of the insurance product
or service to the consuner or the consunmer's agent or broker

(iv) To accrue or recognize incentives or bonuses associated with the
transaction that are provided by a |icensee or any other party;

(v) To underwite insurance at the consumer's request or for any of the
following purposes as they relate to a consuner's insurance: Account
adm nistration, reporting, investigating or preventing fraud or materia
m srepresentation, processing prem um paynments, processing insurance clains,
adm nistering insurance benefits (including utilization review activities)
participating in research projects or as otherwise required or specifically
permtted by federal or state |law, or

(vi) I'n connection with:

(A) The authorization, settlenment, billing, processing, clearing
transferring, reconciling or collection of amunts charged, debited or
ot herwi se paid using a debit, credit or other paynent card, check or account
nunber, or by other paynment neans;

(B) The transfer of receivables, accounts or interests therein; or

(C) The audit of debit, credit or other paynent information.
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NEW SECTI ON

WAC 284-04-410 Other exceptions to notice and opt out requirements for
di scl osure of nonpublic personal financial informtion. (1) Exceptions to
opt out requirenents. The requirenents for initial notice to consumers in
WAC 284-04-200 (1)(b), the opt out in WAC 284-04-215 and 284-04-300, and
service providers and joint marketing in WAC 284-04-400 do not apply when a
i censee discloses nonpublic personal financial information:

(a) Wth the consent or at the direction of the consuner, provided that
t he consuner has not revoked the consent or direction

(b)(i) To protect the confidentiality or security of a |licensee's
records pertaining to the consumer, service, product or transaction

(ii) To protect against or prevent actual or potential fraud or
unaut hori zed transacti ons;

(iii) For required institutional risk control or for resolving consuner
di sputes or inquiries;

(iv) To persons holding a legal or beneficial interest relating to the
consuner; or

(v) To persons acting in a fiduciary or representative capacity on
behal f of the consumer;

(c) To provide information to insurance rate advisory organizations,
guaranty funds or agencies, agencies that are rating a |icensee, persons that
are assessing the |licensee's conmpliance with industry standards, and the
i censee's attorneys, accountants and auditors;

(d) To the extent specifically permtted or required under other
provisions of law and in accordance with the Federal Right to Financia
Privacy Act of 1978 (12 U.S.C. 3401 et seq.), to law enforcenent agencies
(including the Federal Reserve Board, Ofice of the Conptroller of the
Currency, Feder al Deposi t I nsurance Cor por ati on, Ofice of Thrift
Super vi si on, Nat i onal Credit Union Adninistration, the Securities and
Exchange Commission), the Secretary of the Treasury, wth respect to 31
U.S.C. Chapter 53, Subchapter Il (Records and Reports on Monetary |nstrunments
and Transactions) and 12 U S.C. Chapter 21 (Financial Recordkeeping), a state
i nsurance authority, and the Federal Trade Commi ssion), self-regulatory
organi zations or for an investigation on a matter related to public safety;

(e)(i) To a consumer reporting agency in accordance with the Federa
Fair Credit Reporting Act (15 U S.C. 1681 et seq.); or

(ii) Froma consumer report reported by a consuner reporting agency;

(f) In connection with a proposed or actual sale, nerger, transfer or
exchange of all or a portion of a business or operating unit if the
di scl osure of nonpublic personal financial informtion concerns solely
consuners of the business or unit; or

(g)(i) To conply with federal, state or local laws, rules and other
applicabl e | egal requirenents;

(ii) To conply with a properly authorized civil, crimnal or regulatory
i nvestigation, or subpoena or summons by federal, state or |ocal authorities;

(iii) To respond to judicial process or governnent regulatory
authorities having jurisdiction over a licensee for exam nation, conpliance
or other purposes as authorized by |law, or

(h) For purposes related to the replacenent of a group benefit plan, a
group health plan, a group welfare plan or a workers' conpensation pl an
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(2) Exanple of revocation of consent. A consunmer nay revoke consent by
subsequently exercising the right to opt out of future disclosures of
nonpublic personal information as permitted under WAC 284-04-215(6) .

PART 5
RULES FOR HEALTH | NFORMATI ON

NEW SECTI ON

WAC 284-04-500 Health information privacy policies and procedures.
Al licensees shall develop and inplement witten policies, standards and
procedures for the managenent of health information, including policies,
standards and procedures to guard agai nst the unauthorized collection, use or
di scl osure of nonpublic personal health information by the |licensee

consistent with regulations adopted by the U S. Departnent of Health and
Human Services governing health information privacy (45 CFR 160 through 164)
whi ch shall include

(1) Limtation on access to health information by only those persons
who need to use the health information in order to performtheir jobs;

(2) Appropriate training for all enpl oyees;

(3) Disciplinary neasures for violations of the health information
policies, standards and procedures;

(4) Ildentification of the job titles and job descriptions of persons
that are authorized to disclose nonpublic personal health information;

(5) Procedures for authorizing and restricting the collection, use or
di scl osure of nonpublic personal health information;

(6) Methods for exercising the right to access and anmend incorrect
nonpublic personal health information;

(7) Methods for handling, disclosing, storing and disposing of health
i nformati on;

(8) Periodic nmonitoring of the enployee's conpliance wth the
licensee's policies, standards and procedures in a manner sufficient for the
licensee to determne conpliance and to enforce its policies, standards and
procedures; and

(9) Methods for informng and allowi ng an individual who is the subject
of nonpublic personal health information to request specialized disclosure or
nondi scl osure of nonpublic personal health information as required in this
chapter.

(10) A licensee shall make the health information policies, standards
and procedures devel oped pursuant to this section available for review by the
conmi ssi oner .
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NEW SECTI ON

WAC 284-04-505 Nonpublic per sonal heal th i nformati on--Wen
authorization required. (1) A licensee shall not disclose nonpublic persona
health information about a consumer or custoner unless an authorization is
obtained from the consuner or custoner whose nonpublic personal health
information is sought to be disclosed.

(2) Except as provided in WAC 284-04-510, nothing in this section shal
prohibit, restrict or require an authorization for the disclosure of
nonpublic personal health information by a |icensee for the performance of
i nsurance functions by or on behalf of the licensee, for activities permtted
under RCW 70.02.050, and for activities permitted under health privacy
regul ati ons adopted by the U S. Department of Health and Human Services
governi ng health information privacy.

NEW SECTI ON

WAC 284-04-510 Right to limt disclosure of health information. (1)
Notwi t hstandi ng other provisions of this chapter, a licensee shall Ilimt
di sclosure of any information, including health information, about an

i ndi vidual who is the subject of the information if the individual clearly
states in witing that disclosure to specified individuals of all or part of
that information could jeopardize the safety of the individual. Di scl osure
of information under this subsection shall be limted consistent with the
i ndividual's request, such as a request for the licensee to not release any
information to a spouse to prevent donestic viol ence.

(2) Notwithstanding any insurance law requiring the disclosure of
information, a |licensee shall not disclose nonpublic personal heal t h
information concerning health services related to reproductive health,
sexually transmitted diseases, chem cal dependency and nental heal t h,
including rmailing appointnent noti ces, calling the hone to confirm

appoi ntnents, or mailing a bill or explanation of benefits to a policyhol der
or certificateholder, if the individual who is the subject of the information
mekes a witten request. In addition, a licensee shall not require an adult
i ndi vi dual to obtain the policyholder's or ot her covered person's

aut horization to receive health care services or to submt a claim
(3)(a) A licensee shall recognize the right of any mnor who may obtain
health care wi thout the consent of a parent or |egal guardian pursuant to

state or federal law, to exclusively exercise rights granted under this
section regarding health information; and

(b) Shall not disclose any nonpublic personal health information
related to any health care service to which the minor has |lawfully consented,
including nmailing appointnent noti ces, calling the honme to confirm
appoi ntnents, or nmamiling a bill or explanation of benefits to a policyhol der
or other covered person, w thout the express authorization of the mnor. In

addition, a licensee shall not require the ninor to obtain the policyholder's
or other covered person's authorization to receive health care services or to
submit a claimas to health care which the mnor nmay obtain w thout parental
consent under state or federal |aw
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(4) When requesting nondisclosure, the individual shall include in the
request:

(a) Their nane and address;

(b) Description of the type of information that should not be
di scl osed;

(c) In the case of reproductive health information, the type of
servi ces subject to nondisclosure;

(d) The identity or description of the types of persons from whom
i nformati on should be withhel d;

(e) Information as to how paynent will be nmade for any benefit cost
shari ng;
(f) A phone nunber or e-mail address where the individual may be

reached if additional information or clarification is necessary to satisfy
the request.

NEW SECTI ON

WAC 284-04-515 Authorizations. (1) A valid authorization to disclose
nonpublic personal health information pursuant to this Article V shall be in
written or electronic formand shall contain all of the follow ng:

(a) The identity of the consumer or customer who is the subject of the
nonpubl i c personal health information

(b) A general description of the types of nonpublic personal health
informati on to be discl osed.

(c) GCeneral descriptions of the parties to whom the |icensee discloses
nonpublic personal health information, the purpose of the disclosure and how
the information will be used.

(d) The signature of the consumer or custoner who is the subject of the
nonpublic personal health information or the individual who is Ilegally
enpowered to grant authority and the date signed.

(e) Notice of the length of tinme for which the authorization is valid
and that the consumer or custoner may revoke the authorization at any tine
and the procedure for making such a revocation

(2) An authorization for the purposes of this Article V shall specify a
length of tinme for which the authorization shall remain valid, which in no
event shall be for nore than twenty-four nonths. (3) A consuner or
custoner who is the subject of nonpublic personal health information may
revoke an authorization provided pursuant to this Article V at any tine,
subject to the rights of any individual who acted in reliance on the
authorization prior to notice of the revocation

(4) A licensee shall retain the authorization or a copy thereof in the
record of the individual who is the subject of nonpublic personal health
i nformati on.

(5 Notwithstanding the provisions of this section, a |licensee
conplying with regul ations adopted by the U S. Departnent of Health and Human
Services governing authorization for the release of health infornmation
satisfies the provisions of this section.
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NEW SECTI ON

WAC 284-04-520 Authorization request delivery. A request for
aut horization and an authorization form my be delivered to a consunmer or a
custoner as part of an opt-out notice pursuant to WAC 284-04-225, provided

that the request and the authorization form are clear and conspi cuous. An
authorization form is not required to be delivered to the consuner or
custoner or included in any other notices unless the licensee intends to

di scl ose protected health information pursuant to WAC 284-04-500(1).

NEW SECTI ON
WAC 284-04-525 Relationship to state and federal | aws. In the event
of a conflict between this chapter and the state or federal |aws, |icensees

shall conply with the state and federal |aws governing privacy, as such |aws
relate to the business of insurance, except as expressly required by this
chapter.

PART 6
ADDI TI ONAL PROVI SI ONS

NEW SECTI ON

WAC 284-04-600 Protection of Fair Credit Reporting Act. Not hing in
this regulation shall be construed to nodify, Ilimt or supersede the
operation of the Federal Fair Credit Reporting Act (15 U S.C. 1681 et seq.),
and no inference shall be drawn on the basis of the provisions of this
regulation regarding whether infornmation 1is transaction or experience
i nformati on under section 603 of that act.

NEW SECTI ON

WAC 284-04- 605 Nondi scrim nation. (D A licensee shal | not
di scrim nate against any consumer or custonmer because that consuner or
customer has opted out from the disclosure of his or her nonpublic personal
financial information pursuant to the provisions of this regulation.
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(2) A licensee shall not discrimnate against a consumer or custoner
because that consumer or custoner has not granted authorization for the
di scl osure of his or her nonpublic personal health information pursuant to
t he provisions of this regulation

NEW SECTI ON

WAC 284-04-610 Violation. A violation of this regulation shall be
deened to be an unfair nmethod of conpetition or an unfair or deceptive act
and practice in this state.

NEW SECTI ON

WAC 284-04-615 Severability. If any section or portion of a section
of this regulation or the applicability thereof to any person or circunstance
is held invalid by a court, the remainder of the regulation or the
applicability of the provision to other persons or circunstances shall not be
af f ect ed.

NEW SECTI ON

WAC 284-04-620 Effective date; transition rule. (1) Effective date.
These rules are effective July 1, 2001.

(2)(a) Notice requirement for consumers who are the |licensee's
custoners on the conpliance date. By July 1, 2001, a licensee shall provide
an initial notice, as required by WAC 284-04-200, to consumers who are the
licensee's custoners on July 1, 2001

(b) Exanple. A licensee provides an initial notice to consuners who
are its customers on July 1, 2001, if, by that date, the Ilicensee has
established a system for providing an initial notice to all new custoners and
has mailed the initial notice to all the licensee's existing custoners.

(3) Two-year grandfathering of service agreenents. Until July 1, 2002
a contract that a licensee has entered into with a nonaffiliated third party
to perform services for the licensee or functions on the |icensee's behalf
satisfies the provisions of WAC 284-04-400 (1)(a)(ii), even if the contract
does not include a requirenent t hat the third party maintain the
confidentiality of nonpublic personal information, as long as the licensee
entered into the agreenent on or before January 9, 2001

(4) Wth respect to nonpublic personal health information under WAC
284-04-510, these rules are effective December 30, 2002.
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APPENDI X A
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NEW SECTI ON

WAC 284-04-900 Sanple clauses. Li censees, including a group of financia
hol di ng conpany affiliates that use a common privacy notice, nmay use the follow ng
sanple clauses, if the clause is accurate for each institution that uses the
notice. (Note that disclosure of certain information, such as assets, income and
information from a consumer reporting agency, may give rise to obligations under
the Federal Fair Credit Reporting Act, such as a requirenment to permt a consuner
to opt out of disclosures to affiliates or designation as a consumer reporting
agency if disclosures are nade to nonaffiliated third parties.)

A-1--Categories of information a |icensee collects (all institutions)

A licensee may use this clause, as applicable, to neet the requirenent of
WAC 284-04-210 (1)(a) to describe the categories of nonpublic personal information
the licensee collects.

Sanmpl e Cl ause A-1:

We collect nonpublic personal information about you from the follow ng
sour ces:

I Information we receive fromyou on applications or other forns;

I Information about your transactions with us, our affiliates or others; and

I Information we receive froma consuner reporting agency.

A-2--Categories of information a |I|icensee discloses (institutions that
di scl ose outside of the exceptions)
A licensee may use one of these clauses, as applicable, to neet the

requi renent of WAC 284-04-210 (1)(b) to describe the categories of nonpublic
personal information the |icensee discloses. The licensee may use these clauses
if it discloses nonpublic personal information other than as permtted by the
exceptions in WAC 284-04- 400, 284-04-405, and 284-04-410.

Sanmpl e Clause A-2, Alternative 1:

We may disclose the follow ng kinds of nonpublic personal information about
you:

! Information we receive from you on applications or other forns, such as
(provide illustrative exanples, such as "your nanme, address, Social Security
nunber, assets, inconme, and beneficiaries");

I Information about your transactions with us, our d&filiates or others,
such as (provide illustrative examples, such as "your policy coverage, prem uns,
and paynent history"); and

I Information we receive from a consuner reporting agency, such as (provide
illustrative exanples, such as "your creditworthiness and credit history").

Sanpl e Clause A-2, Alternative 2:

W may disclose all of the information that we collect, as described
(describe location in the notice, such as "above" or "bel ow').

A-3--Categories of information a |licensee discloses and parties to whomthe
licensee discloses (institutions that do not disclose outside of the exceptions)

A licensee may use this clause, as applicable, to nmeet the requirements of
WAC 284-04-210 (1)(b), (c), and (d) to describe the categories of nonpublic
personal information about custoners and former custonmers that the |icensee
di scl oses and the categories of affiliates and nonaffiliated third parties to whom
the licensee discloses. A licensee may use this clause if the |licensee does not
di scl ose nonpublic personal information to any party, other than as permtted by
the exceptions in WAC 284-04-405 and 284-04-410.

Sanmpl e Cl ause A-3:

We do not disclose any nonpublic personal information about our custoners or
former customers to anyone, except as pernmitted by | aw

A-4--Categories of parties to whom a |icensee discloses (institutions that
di scl ose outside of the exceptions)
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A licensee may use this clause, as applicable, to neet the requirenent of
WAC 284-04-210 (1)(c) to describe the categories of affiliates and nonaffiliated
third parties to whomthe |licensee discloses nonpublic personal information. This
clause may be used if the licensee discloses nonpublic personal infornmation other
than as permtted by the exceptions in WAC 284-04-400, 284-04-405, and 284-04-410,
as well as when permitted by the exceptions in WAC 284-04-405 and 284-04-410.

Sampl e Cl ause A-4:

We may disclose nonpublic personal information about you to the follow ng
types of third parties:

! Financial service providers, such as (provide illustrative exanples, such
as "life insurers, autonpbile insurers, nortgage bankers, securities broker-
deal ers, and insurance agents");

! Nonfinancial conpanies, such as (provide illustrative exanples, such as
"retailers, direct marketers, airlines, and publishers"); and

I Ohers, such as (provide illustrative exanples, such as "nonprofit
organi zati ons").

W my also disclose nonpublic personal informati on about you to

nonaffiliated third parties as pernitted by | aw

A-5--Service provider/joint marketing exception

A licensee may use one of these clauses, as applicable, to neet the
requi renents of WAC 284-04-210 (1)(e) related to the exception for service
providers and joint marketers in WAC 284-04-400. If a |licensee discloses

nonpublic personal information under this exception, the |icensee shall describe
the categories of nonpublic personal information the |icensee discloses and the
categories of third parties with whomthe |icensee has contract ed.

Sampl e Clause A-5, Alternative 1:

W my disclose the following information to conpanies that perform
mar keti ng services on our behalf or to other financial institutions with whom we
have joint narketing agreenents:

I Information we receive from you on applications or other forns, such as
(provide illustrative exanples, such as "your nanme, address, Social Security
nunber, assets, inconme, and beneficiaries");

I Information about your transactions with us, our affiliates or others,
such as (provide illustrative exanples, such as "your policy coverage, premum
and paynent history"); and

I Information we receive from a consuner reporting agency, such as (provide
illustrative exanples, such as "your creditworthiness and credit history").

Sanmpl e Clause A-5, Alternative 2

W may disclose all of the information we collect, as described (describe
|l ocation in the notice, such as "above" or "below') to conpanies that perform
mar keting services on our behalf or to other financial institutions with whom we
have joint marketing agreenents.

A- 6- - Expl anation of opt out right (institutions that disclose outside of the
exceptions)

A licensee may use this clause, as applicable, to neet the requirenent of
WAC 284-04-210 (1)(f) to provide an explanation of the consuner's right to opt out

of the disclosure of nonpublic personal information to nonaffiliated third
parties, including the nethod(s) by which the consuner nay exercise that right.
The licensee may use this clause if the I|icensee discloses nonpublic personal

information other than as pernmitted by the exceptions in WAC 284-04-400, 284-04-
405, and 284-04-410.

Sampl e Cl ause A-6

If you prefer that we not disclose nonpublic personal information about you
to nonaffiliated third parties, you may opt out of those disclosures, that is, you
may direct us not to nmmke those disclosures (other than disclosures permtted by
| aw) . If you wish to opt out of disclosures to nonaffiliated third parties, you
may (describe a reasonable neans of opting out, such as "call the following toll-
free nunber: (insert nunber)).

A-7--Confidentiality and security (all institutions)

A licensee may use this clause, as applicable, to neet the requirenent of
WAC 284-04-210 (1)(h) to describe its policies and practices with respect to
protecting the confidentiality and security of nonpublic personal information.
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Sanmpl e Cl ause A-7:

We restrict access to nonpublic personal information about you to (provide
an appropriate description, such as "those enployees who need to know that
information to provide products or services to you"). We nmintain physical,
el ectronic, and procedural safeguards that conply with federal regulations to
guard your nonpublic personal informtion.
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